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				EXIT SITE
 
 This project was made possible with funding from:
 	The Canada Excellence Research Chair (CERC) in Health Equity and Community Wellbeing;
 	The Stellenbosch University Division of Disability and Rehabilitation Studies, and;
 	The Sexual Violence Research Initiative (SVRI).
 
 [image: Logo for Toronto Metropolitan University's CERC Health Equity and Community Wellbeing][image: Canada Excellence Research Chairs logo][image: Stellenbosch University, Division of Disability and Rehabilitation Studies logo.][image: Sexual Violence Research Initiative (SVRI) Logo]
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				EXIT SITE
 
 This resource provides an overview of technology-facilitated gender-based violence (TFGBV) as it’s experienced by women with disabilities. Particularly, we highlight stories of women with disabilities living in South Africa. However, there are some important things to know before we continue.
 Important things to know:
 	The information found in this book does not exclusively apply to women with disabilities in South Africa. While our stories and content may highlight this community, we encourage people of all nationalities, genders, and disability status to learn online safety.
 
 
 	While we let a lot of other women with disabilities and other professionals review this book, we know that we may have missed some things. If we did, we want to know! Please let us know in the comment section located at the bottom of the webpage.
 
 
 	If you are reading this resource, we want you to stay safe. We have provided an easy exit button on each page. That way, you can click off the page to the Google Search Engine quickly, in case someone unsafe is nearby. However, please keep in mind that this button does not erase browser history. Please use this resource safely.
 
 [image: A screenshot of the "safe exit" button. It is a red rectangle, with the words "EXIT SITE" across the rectangle.]The safe exit button is located on the righthand side of the page. It is a red rectangle, which says “EXIT SITE”. Look for it now! 
	

			
			


		
	
		
			
	
		

		TFGBV: the definitions and basics

	

	
		
	

		


		
	
		
			
	
		

		

								

	
				EXIT SITE
 Chapter 1: What is technology-facilitated gender-based violence?
 Learning Objectives
  By the end of this chapter, we hope you:
 	Know what technology-facilitated gender-based violence (TFGBV) is.
 	Know what counts as TFGBV.
 
 
 
 “Technology-facilitated violence” (TFV) is when someone uses technology like phones, computers, or the internet to hurt, scare, or control another person.
 “Gender-based violence” (GBV), is when someone is hurt or bullied because they are a woman or gender-diverse. There are many forms of GBV. 
 “Technology-facilitated gender-based violence” (TFGBV), is when someone uses technology to hurt, scare, or target women and gender-diverse people. It happens online or through digital devices.
 The word “violence”, is used to describe a lot of different behaviours and actions that humans can do to hurt others. There are many forms of violence that can occur, such as physical violence, sexual violence.
 Physical violence: this means punching, slapping, cutting, kicking or hurting the body.
 Sexual violence: this means any type of sex or sexual touch that is not wanted. For example, rape or sexual assault.
 Psychological or emotional violence: this means using words or behaviours to hurt or scare someone.
 Many types of violence can that happen offline can also occur in online spaces or through using technology, which makes them forms of TFGBV. However, not all TFGBV leaves behind visible marks, injuries, or other physical evidence. Because of this, many people do not recognize TFGBV as actual “violence”, and not treated as seriously.
 So… Is technology-facilitated violence actually violence?
 [image: ]
 
 Question: Is “technology-facilitated” violence actually violence?
 Answer: Yes. TFGBV is real violence because it causes real harm. Even though it happens through phones, social media, or online platforms, it can still affect a person’s safety, mental health, dignity, relationships, access to services, and overall wellness.
 [image: Image of a woman with Afro-textured black hair and brown skin, wearing a green shirt. She is looking at her mobile phone screen. Her expression is confused and upset.]TFGBV can be very distressing. Many survivors of TFGBV are left unsure about what to do, who to tell, or how to keep the violence from happening again. TFGBV is real but it can look different than offline violence. There is often a digital device (like a phone, computer, iPad/tablet, video game system, etc.) that physically separates the person being hurt from the person committing the violent act (the perpetrator).
 Quiz Time!
  
  An interactive H5P element has been excluded from this version of the text. You can view it online here:
 https://pressbooks.library.torontomu.ca/tfgbvsafetytraining/?p=30#h5p-1 
 
 
 
 
 
 What Counts as Violence?
 Violence isn’t always physical. It can happen with words, actions, or technology. To help you understand whether an action or event is violent, ask yourself two questions:
 	“Is it harmful?” 
 	“Is the harm on purpose?”
 
 [image: Violence against women and girls in disasters: How funders can fill funding gaps - Center for Disaster Philanthropy]
 Let’s talk more about these two questions.
 
 Is it harmful?
 This question is asking if the action or event is hurting or intruding on someone’s body (including digital images/media/content that involves your body), your privacy, your feelings, or things that belong to you?
 Violence causes real harm, even if it happens online or through digital technology.
 Harm can be…
 	Emotional (fear, anxiety, shame, sadness);
 	Social (ruined relationships, employment, education, reputation);
 	Physical (threats, doxxing, stalking, stealing physical devices);
 	Financial (stealing money, pressuring you to pay, ruining your career);
 	Digital (hacking into accounts, sending unwanted images), or;
 	Threatening to do things that will cause other forms of harm.
 
 [image: ]
 
 Is the harm on purpose?
 Violence is intentional, not an accident. Violent actions are when someone is doing or saying something because they wish to…
 	Scare;
 	Hurt;
 	Control;
 	Embarrass;
 	Pressure;
 	Intimidate, or;
 	Steal from someone else.
 
 [image: ]
 Sometimes, it’s difficult to identify when something is violence, especially if it isn’t a well-known form of violence. TFGBV still not well-known or recognized as violence by many people. This is why it is vital to understand the definition of TFGBV, and to be able to recognize different forms of TFGBV.
 
 Other terms used to refer to TFGBV can include:
 
 	Being harassed online
 	Online bullying / cyberbullying
 	Social media abuse
 	Being “dragged” online
 	Technology-facilitated violence
 	Digital abuse
 	Online violence
 	Cyber-harassment
 
 We want to make you aware of the other ways that people might refer to TFGBV.
 
 
 This list is not exhaustive, and you may come across other terms or phrases that people use to talk about TFGBV. The important part is that you understand that these terms mean similar things.
 
 Before we learn about about the different types of TFGBV, check your existing knowledge with this quiz.
 Quiz Time!
  
  An interactive H5P element has been excluded from this version of the text. You can view it online here:
 https://pressbooks.library.torontomu.ca/tfgbvsafetytraining/?p=30#h5p-2 
 
 
 
 
 
	

			
			


		
	
		
			
	
		

		

								

	
				EXIT SITE
 Chapter 2: Where does TFGBV happen?
 
 Learning Objectives
  	Know the different places and ways that TFGBV can happen.
 	Be able to identify TFGBV as it presents in different forms.
 
 
 
 
 
 TFGBV can happen in many places
 Sometimes, when the word “online abuse” we make assumptions about what it means. For example, many people may think only about cyberbullying (like strangers making mean comments on social media posts); or even non-consensual image sharing (like a bully sending out an embarrassing photo of you to the whole school through an email blast).
 However, there are more places TFGBV can happen. We’ll highlight several different places where TFGBV can occur in this chapter.
 
 Online and Social Media Platforms
 TFGBV can happen on social media and other online platforms where you create a digital profile and use it to interact with other profiles by viewing content, commenting, messaging, or even by creating your own content.
 Think of different platforms that this might refer to. How many can you list?
 We’ve come up with a list of different types of online platforms that might be included in this category:
 Social Media (like Snapchat, Instagram, Facebook, YouTube, TikTok)
 		Video conferencing platforms
 	SMS messaging apps
 	Online chatrooms and forums
 	Dating apps
 	Email
 	Online gaming platforms
 
 
 
 
 Physical Digital Devices
 		Mobile phones and tablets (texting, phone calls, video calls)
 	Computers and laptops
 	GPS and other tracking devices or features
 	Home security cameras or hidden cameras
 
 
 
 
 Disability Assistive Technology
 		Screen-reading softwares
 	Vision support mobile apps
 	Hearing aids connected to mobile apps
 	Augmented Alternative Communication (AAC) apps/devices
 
 
 
 
 Digital and Online Services
 		Mobile or online banking
 	eHealth / telehealth / healthcare portals
 	Digital assistants
 	AI chatbots (like ChatGPT)
 
 
 
 
 Quiz Time!
  
  An interactive H5P element has been excluded from this version of the text. You can view it online here:
 https://pressbooks.library.torontomu.ca/tfgbvsafetytraining/?p=88#h5p-3 
 
 
 
 
 
 Different forms of TFGBV
 You might recognize these examples of TFGBV:
 	Stalking you with your phone or social media location.
 	Sending you threatening, hateful, or harassing messages or comments.
 	Pretending to be you, by using your online or digital profiles without your permission.
 	Lying about you online to hurt your reputation.
 	Sending unwanted sexual images or messages.
 	Sharing or threatening to share your personal images.
 	Logging into your online accounts without permission.
 	Controlling your device because you “need help”.
 
 Taking away your devices without your permission.
 
 Forms of TFGBV…
 Image-based abuse & humiliation
 	Sharing your own intimate images without permission
 	Sexual coercion and threats (“send pics or else”)
 	Deepfake or photoshopping images of you to harm you
 	Sending you intimate images without permission (sending a “d*ck pic”)
 
 Online harassment & cyberbullying
 	Derogatory comments about disability (disability hate speech)
 	Derogatory comments about gender (gendered hate speech)
 	Mocking voice, typing speed, mobility devices
 	Sexual harassment & fetishization
 	Making up harmful lies about you
 
 Stalking, tracking, surveillance
 	Spyware installed under the guise of “helping”;
 	Surveilling your location shared on your phone, home cameras, or other digital tracking devices;
 	Using viewing your location as a form of control;
 	Stalking location via social media;
 	Example: “I need to keep an eye on you, because you get lost easily.”
 
 [image: A woman is using her computer at the kitchen counter. From outside, a person wearing a black mask covering their face is watching her. The woman does not notice that she is being watched.]Cyberstalking can lead to in-person threats and stalking behaviour. (Cyberbullying Research Center, 2025) [image: Image of front door camera footage, showing a view of a neighborhood.]Front door cameras give a view of a whole neighbourhood, and might be used as a way to monitor and control people. (The New York Times, 2020) [image: Image of a car's built-in GPS. A woman is clicking a button on the GPS screen.]Abusers may be monitoring and spying on victims through their car GPS system. (DomesticShelters.org, 2024) Impersonation & identity theft
 	Fake accounts pretending to be you
 	Imitators messaging family to take money from them
 	“Catfishing” you, pretending to be someone else for romance or financial gain
 
 Economic & financial fraud
 	Abuse of access to your personal online banking
 	Threatening you to get money from you (“If you don’t give me money, I’ll…”)
 	“Assistance” scams (“I’ll help manage your money”)
 	Controlling disability payments
 	Forcing you to send mobile money
 	Locking you out of financial apps
 
 Coercive control through devices
 	“Give me your password because you need help”
 	“You don’t understand the internet, so let me handle your phone”
 	“You’ll embarrass yourself online”
 	“I know what’s best for you”
 	Restricting access to your tech that you need for independence
 	Hacking into your devices
 	Reflection: Have you heard these words before? How did they make you feel?
 	Reflection: “Which form of TFGBV do you think is most hidden for disabled women?
 
 	
 
 
 Herrman, J. (2020, January 19). Who’s Watching Your Porch? The New York Times. https://www.nytimes.com/2020/01/19/style/ring-video-doorbell-home-security.html
 Hinduja, S. (2025, December 29). Cyberstalking. Cyberbullying Research Center. https://cyberbullying.org/cyberstalking
 Fontes, L. A. (2024, August 7). Abusers Are Monitoring and Spying on Victims Through Their Cars. DomesticShelters.Org; DomesticShelters.org. https://www.domesticshelters.org/articles/identifying-abuse/abusers-are-monitoring-and-spying-on-victims-through-their-cars
 
 
 
 
 Reflection
  What other examples of TFGBV can you think of?
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 Disabilities & TFGBV… Why It Can Feel Worse
 Women with disabilities might face:
 	More physical and digital isolation
 	More dependence on caregivers and loved ones
 	More dependence on technology
 	Lower digital literacy or education
 	More risk of devices being taken, monitored, or misused
 	Limited private time or private space
 
 Reflection: Has someone ever used your disability as a reason to control your technology?
  
 
	

			
			


		
	
		
			
	
		

		Case Study #3B: Aisha’s Support for Leila

								

	
				Her concerned mother Aisha decided to take action and saved the Whatsapp messages and TikToks, documenting the comments and messages. Together, they met with the school principal, guidance counselor and staff to figure out how to end this situation.
 They document the posts and compile a safety plan. The school will address the harassment/bullying to all students in the school to educate on how harassment is not tolerated. They connected Leila with support staff in school hours and a youth peer group.
 Aisha provides a safe environment, great listening skills and guides Leila through this tough time. Reassuring her that everything will be okay and even creating a plan to seek out help when needed and getting the support needed.
 She is now able to explain that she understands that dyslexia is not something to hide and that the bullying was not her fault. She also learns speaking up and asking for help is not something to feel shameful for as it benefits her wellbeing. Having a voice should always be respected and is her right to feel safe in school and online.
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				EXIT SITE
 Content Warning: The following story contains strong language, and depicts cyberbullying and sexual harassment. Reader discretion is advised.
 
 Case Study #1: Is Thandi being cyberbullied?
 Thandi is a Deaf woman in her 20s. She enjoys posting signed Instagram Reels about accessibility. Lately, she’s noticed cruel comments mocking her signing and editing her videos with hateful captions. She’s unsure if this is “real” abuse.
 [image: ]
 Let’s hear a little more about Thandi’s experience…
 
 Thandi’s Story
 Good morning sleepyhead! Thandi wakes up to check her Instagram, then WhatsApp, and then email messages. Her mornings always begin with scrolling on your phone, and today is no different.
 [image: Two side-by side images. On the left is a picture of Thandi, who is waking up to an alarm. On the right, is a picture of Thandi's phone screen, which displays the time: "8:55".]
 
 Oh! Thandi has a few new messages in her Instagram inbox. Yesterday, she posted a new video on her Instagram. Thandi likes filming herself using sign language to connect with her d/Deaf and hard-of-hearing community, and posting these videos to Instagram and TikTok. Maybe people responded to it! Let’s open Instagram and see.
 [image: Pictured is the bottom half of Thandi's phone screen. Thandi has 4 new Instagram notifications, 2 WhatsApp notifications, and 1 new email.]
 
 One of the messages is really mean. An unknown user saw Thandi’s video and is being very hateful, accusing her of being attention-seeking, and even saying, “I bet you’re not even deaf.”
 [image: This is a screenshot ofThandi's Instagram message inbox. One of her new messages is circled. It is from someone named "1018_username" who says "you're such an attention seeker".]
 
 Thandi decides to block the person, so they can’t contact her again. Afterwards, she heads off to work and continues with her day. 
 [image: On the left, is pictured Thandi choosing to "block" the Instagram account which was sending mean messages. On the left, Thandi is pictured holding a briefcase, and walking to work.]
 
 When Thandi checks her Instagram inbox that night, she has several more messages and comments from unknown accounts. Maybe her video went viral! Oh no… It seems like the person that Thandi blocked made another account and is continuing to send messages.
 [image: A screenshot of Thandi's Instagram inbox later in the day. Theres is a message from user 1 which says: "did you block me? haha loser". New message from user 2: "I bet you're not even deaf." New message from user 3: "huge loser but at least you're kiind of hot."]
 
 There are also new people sending mean messages. She tries to delete all the hurtful comments and messages, but they keep coming in and she can’t keep up. She feels extremely sad, and doesn’t know how to proceed.
 [image: ]
 
 Someone even edits her video with offensive captions and reposts it. Thandi hesitates to post again, unsure if this is “just trolling” or something more serious. In any case, she decides not to post the video she had planned for today because she is afraid of more backlash. 
 [image: ]
 
  Reflection Prompts…
  	What are the red flags (or signs of danger) in Thandi’s experience?
 	Have you or someone you know experienced something similar?
 	How can you tell when online “teasing” becomes abuse?
 	What do you think that Thandi should do about these Instagram messages and reposts?
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 Chapter 4: Recognizing TFGBV When it’s Happening to You
 If you read Chapters 1 and 2, you should have learned about identifying different types of TFGBV, and what counts as violence. In this chapter, we want to show you how to recognize TFGBV when it’s happening to you. It can be hard to step back from a situation and realize that it’s abusive.
 Learning Objectives
  	Recognize emotional, psychological, and behavioral signs of online harassment.
 	Learn how to step back and assess situations that feel uncomfortable.
 
 
 
 Reflection Prompts:
 	What are the red flags in Thandi’s experience?
 	Have you or someone you know experienced something similar?
 	How can someone know when online “teasing” becomes abuse?
 
 How do you know if you’re experiencing TFGBV?
 
 
 You might notice you feel uncomfortable when you experience TFGBV, like:
 
 
 		Sudden anxiety when receiving messages
 	Fear of posting online or checking notifications
 	Feeling embarrassed, ashamed, or “at fault” for the violence
 	Difficulty sleeping or focusing on work or school, or things you enjoy
 	Feeling isolated or disconnected from your loved ones
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 Chapter 5: Responding Safely to TFGBV
 In this chapter, we will walk you through how to respond to TFGBV with confidence and to find support. It can be very overwhelming to do this, so we will provide additional resources for you that helped us to come up with this toolkit.
 Learning Objectives
  	Practice safe documentation and evidence collection.
 	Identify at least two formal or community-based reporting options.
 	Apply emotional regulation and self-care strategies after online harm.
 
 
 
 
	

			
			


		
	
		
			
	
		

		

								

	
				EXIT SITE
 Content Warning: The following story depicts domestic violence, including online sexual and image-based abuse. Reader discretion is advised.
 
 Case Study #2A: Maya’s experience of image-based abuse
 Maya, a woman who uses a wheelchair for a physical disability, meets someone on a dating app. They exchange private photos. After she ends the relationship, the ex-partner threatens to share her pictures online unless she reconnects. 
 Maya feels trapped and ashamed, unsure if she can report it because she voluntarily sent the images.
 [image: ]
 Let’s hear a little more about Maya’s experience…
 
 As a big introvert, and a woman with a mobility-related disability, Maya often finds it difficult to meet potential romantic partners in-person. She decides to make a Tinder account, which is a mobile dating app.[image: ]
 
 Maya always discloses her disability in her dating profiles, because she’s had bad experiences in the past of being “ghosted” by people once they find out she has a disability. And look… A new match! This guy, Alec, seems really nice. 
 [image: ]
 
 Over the next few days, Maya and Alec exchange mobile phone numbers, and are constantly messaging. Maya is very excited about this relationship. By the third day of chatting, Alec asks her to be his girlfriend, and tells Maya that he is in love with her.
 [image: ]
 
 They date online for about a month. During this time, Alec asks Maya to send several intimate photos and videos of herself as they maintain a long-distance relationship. She obliges, but Alec asks for more photos, with more of her body being shown each time.[image: ]
 
 Even though Maya doesn’t feel totally comfortable sending photos that show so much of her body, Alec says he “needs it”, or else he may begin looking at other women. Eventually, their text conversations become mainly about sex and sexting.[image: ]
 
 After two months, Maya has had enough. She tells Alec that she wants to break up. Alec is very angry about this, saying: “No one else will want you because you’re disabled… You should be grateful that I even looked at you!”[image: ] 
 
 Alec then threatens to share all of her intimate photos and videos on social media if she breaks up with him. He says that because Maya shared the pictures and videos with him willingly, they are now his personal property, and he can do whatever he wants with them.[image: ] 
 
 [image: ]Maya is terrified that Alec is right. Now she feels trapped and ashamed, unsure if she can report the threats because she voluntarily sent the images. Her world feels like it’s falling apart, bit by bit. She feels so alone.
 
 Reflection prompts…
  	Can you identify any red flags or warning signs in this situation, that came up before Maya experienced abuse?
 	What would you tell Maya to do in this situation, to respond to these forms of TFGBV? 
 	What steps could you take today to feel safer online?
 
 
 
  
 
	

			
			


		
	
		
			
	
		

		Identifuing TFGBV

								

	
				 How do you know if you’re experiencing TFGBV?
 
 
 You might notice you feel uncomfortable when you experience TFGBV, like:
 
 
 		Sudden anxiety when receiving messages
 	Fear of posting online or checking notifications
 	Feeling embarrassed, ashamed, or “at fault” for the violence
 	Difficulty sleeping or focusing on work or school, or things you enjoy
 	Feeling isolated or disconnected from your loved ones
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 Chapter 3: What Are Your Rights Online?
 So… What are your rights?You have the right to:
 	Use your own phone
 	Have privacy
 	Keep your passwords secret
 	Say no to device checking
 	Use social media
 	Report abuse
 	Get help without asking permission
 	Ask someone safe to help you manage tech
 
 You Have the Right to CHOOSE.
 	“I choose who helps me with my tech.”
 	“I choose who knows my passwords.”
 	“I choose who can see my photos.”
 	“I choose who can see my social media.”
 	“I choose if I want to share my location.”
 
 Rights Under the Law
 You are protected under laws that say:
 		No one may harass or harm you on purpose (online or in-person).
 	No one may threaten to or share your photos without permission.
 	No one may stalk you (online or in-person).
 	No one may pretend to be you.
 	No one may control your devices.
 	No one may steal things from you.
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 Content Warning: The following story contains mentions of online and sexual harassment. Reader discretion is advised.
 
 Case Study #1B: Thandi’s Journey to Online Empowerment
 After a stressful and overwhelming night of negative spam messages, Thandi is not sure what to do. She reaches out to her best friend, who mentions an online Facebook group that she knows and trusts.
 [image: ] After reading through other posts and seeing how much support this group has provided, Thandi decides to join the Facebook group. Maybe someone else will understand and have some advice?
 [image: ]
 Thandi reads through other women’s posts and sees how much support this group has provided for others. Finally, she decides to post about her situation.
 A few hours later, Thandi sees a huge outpouring of support with other women with disabilities relating to her. It’s a huge relief to her, but also very troubling. So many women experience this, but she had no idea about these experiences or how to protect herself until it had already happened to her!
 [image: This is the Facebook post made by Thandi, at 7PM that day. There are 23 likes and 11 comments. The post reads: "Hello everyone... I’m new to this but here goes. People have been making horrendous comments and messages about my social media posts about deafness and I don’t know if this is a normal experience or if there is something to do to make them stop or learn to manage my emotions about it? I am doing social media for the first time and really enjoy most of it, but this is so hard. Any deaf sisters have advice? Based in South Africa BTW in case that changes the advice."]
 One of the commenters is a woman named Rachel, who lives in Gauteng, and is a Deaf advocate. Rachel extends an invitation to Thandi to chat online, and even to call her. Thandi is hesitant at first. After all, online spaces have not been kind to her lately.
 [image: A comment on Thandi's Facebook post, as described in the previous image. The comment reads: "Hi Thandi my name is Rachel! I’m in Gauteng and work as a disability advocate for women at *redacted*. I’m also Deaf! Message me if you want, we can chat on video call using SASL or in English if you’re comfortable!! I understand that the internet can be an overwhelming place so maybe we can be friends ❤️ ❤️"]
 But Rachel doesn’t pressure her. In fact, she suggests that Thandi bring her best friend along to their video chat, to ensure that Thandi feels safe and secure. Eventually, Rachel and Thandi and Thandi’s best friend schedule a video call to introduce themselves and to talk about Thandi’s situation.
 [image: ]
 Thandi shares all the things that have been happening to her. As Rachel listens, she explains that this is targeted harassment and not “just trolling.” The ongoing, direct and repeated abuse is not okay, and not something to just brush off.
 [image: ]
 Collaboratively, they start by taking screenshots of the messages and comments, as well as writing down all the usernames of the fake accounts and dates the spam took place at. Rachel helps Thandi to write out reports for all the abusive accounts to Instagram and review the privacy settings to limit who can comment or direct message Thandi. This gives Thandi some relief and control returning to her account and wellbeing.
 [image: ]
 Rachel invites Thandi to join a Deaf peer support group that meets online. During the first meeting, Thandi is able to listen to other peers who share a similar experience of online harassment and discrimination. She realizes she is not alone and her feelings are valid.
 [image: ]
 Now, Thandi meets with this online group regularly… It becomes a safe place to rebuild confidence, talk about experiences and learn about digital safety strategies to find her passion to post again.
 [image: ]
 Even though this was a painful experience, Thandi slowly builds up the confidence to start posting again… but this time she has community support, knowledge and tools to protect herself.
 Thandi now recognizes the dual role of technology, as both a dangerous and vulnerable place, but also a place where she can find friends, share her story, and be a part of a wonderful community. She just needed to learn how to use it and make it safe for her.
 Reflection Prompts
  	What helped Thandi respond safely?
 	Are there any steps of responding to TFGBV might be risky or difficult without support? If so, what are they, and why?
 	How can communities empower survivors to respond collectively?
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 Chapter 4: Staying Safe Online
 https://oursite-easyread.wwda.org.au/safety-and-violence/staying-safe-online/how-to-stay-safe-online/
 In this chapter we talk about how to protect against future online harm by strengthening digital safety and awareness.
 Learning Objectives
  	Understand protective digital practices (privacy, consent, data storage).
 	Identify common risks and prevention strategies for image-based abuse.
 	Recognize how survivor-led advocacy builds long-term safety.
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 Content Warning: The following story depicts domestic violence, including online sexual and image-based abuse. Reader discretion is advised.
 
 Case Study #2B: Maya’s Digital Safety Story
 After surviving image based abuse by her ex partner, Maya does not feel safe online. Even at the start, she was hesitant with opening her phone as it brought her tremendous amounts of anxiety. Having the support of a disability advocate and a community legal clinic, Maya learns how to protect herself. She documents threatening messages, saves evidence and learns how to utilize encrypted apps for communication privacy. As time went by, she regained a sense of control in her digital safety.
 Throughout counselling and peer support, she learned that consent must be informed, enthusiastic and freely given while never being pressured or coerced. This helped her figure out personal boundaries to build more trust in herself.
 Today, Maya cofacilitates digital safety workshops for women with disabilities. She is able to share her experiences and what she has learned about important topics like consent, privacy and safety. By advocating, she is not only benefiting herself to heal but also helping others navigate the digital world.
 Reflection Questions
  	How can sharing stories like Maya’s reduce stigma?
 	What steps could you take today to feel safer online?
 	How can survivors support one another to protect their digital spaces?
 
 
 
  
 
	

			
			


		
	
		
			
	
		

		

								

	
				EXIT SITE
 Chapter 5: Technology is For Everyone
 
	

			
			


		
	
		
			
	
		

		Stay safe! Family Members & Caregivers

	

	
		
	

		


		
	
		
			
	
		

		

								

	
				EXIT SITE
 Content Warning: The following story contains strong language, and depicts cyberbullying and sexual harassment. Reader discretion is advised.
 
 Case Study #4: What’s going on with Leila?
 Leila, a 16-year-old girl with dyslexia, has stopped posting on her social media as often, and is much more withdrawn than usual. Her grades have also been steadily dropping, which is very out of character. Leila’s mother, Aisha, notices this, but isn’t sure what’s wrong.
 When asked gently, Leila admits that a group of her classmates have been spamming her with messages on WhatsApp. These messages accuse her of exaggerating her learning difference to get extra time on exams.
 Someone also posted an AI-generated video that mimics her using vulgar gestures, as if she is threatening the person taking the video. The video is posted on TikTok and being sent around to students as evidence that she is guilty.
 At school and at home, Leila is flooded with angry messages through her phone. She has started to think that this won’t end, unless she stops using her exam accommodations.
 [image: ]
 
	

			
			


		
	
		
			
	
		

		Module 2A: Identifying TFGBV (Aisha and Leila)

								

	
				Theme: Recognizing signs of online abuse among loved ones
 Story: Leila, a 16-year-old girl with dyslexia, has stopped posting on her social media as often, and is much quieter than usual. Her mother, Aisha, notices this, but isn’t sure what’s wrong.
 When asked gently, Leila admits that a group of her classmates are posting TikToks, falsely accusing her of faking her learning difference to get extra exam accommodations. In response, the whole class has ganged up to harass her.
 Learning Objectives:
 	Recognize emotional and behavioral signs that a loved one is experiencing TFGBV.
 	Learn how to ask about online experiences respectfully.
 	Identify when and how to seek help.
 
 What Is TFGBV?
 	Technology-Facilitated Gendered Based Violence against women & girls with disabilities = any harm, control, or abuse using digital tools, such as: 	phones
 	social media
 	WhatsApp / messaging
 	GPS tracking
 	banking apps
 	dating platforms
 	online comments / harassment
 
 
 	Includes sexual, emotional, financial, psychological, and social harm.
 
 Forms of TFGBV
 Image-based abuse & humiliation
 	Non-consensual image sharing
 	Sexual coercion and threats (“send pics or else”)
 	Deepfake images targeting disabled women (common in online bullying)
 	Unsolicited intimate image sending
 
 Online harassment & cyberbullying
 	Derogatory comments about disability (disability hate speech)
 	Mocking voice, typing speed, mobility devices
 	Gender-based sexual harassment
 	Non-consensual fetishization
 
 Stalking, tracking, surveillance
 	Spyware installed under the guise of “helping”
 	Partners surveilling location sharing
 	Caregivers saying “I need to see where you are for your safety” but using location as a form of control
 	Stalking location via social media
 
 Impersonation & identity theft
 	Fake accounts posting as the disabled person
 	Imitators messaging family to extort money
 	“Catfishing” disabled women for romance or financial gain
 	Defamation via pretending to be a survivor of TFGBV
 
 Economic & financial fraud
 	Abuse of access to online banking
 	Manipulation (“I’ll help manage your money”)
 	“Assistance” scams
 
 Coercive control through devices
 	“Give me your password because you need help”
 	“You don’t understand the internet, so let me handle your phone”
 	Restricting access to tech needed for independence
 
 Reflection: “Which form of TFGBV do you think is most hidden for disabled women?”
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				Why it’s different when the survivor has a disability
 	Women with disabilities may rely more on technology for: 	independence
 	mobility
 	communication
 	social support
 	access to school, work, or banking
 
 
 	When technology is used to harm them → independence can collapse.
 
 Why does disability increase risk of TFGBV?
 	Social isolation
 	Greater dependency on carers/partners/loved ones (devices, passwords, internet time)
 	Greater dependency on digital technology
 	Higher rates of economic inequality
 	Lower levels of digital literacy
 	Some disabilities (ex: autism, intellectual disability) make it harder to read, interpret, or evaluate digital threats
 
 Vulnerability in the South African Context
 	Existing intersectional stigma and discrimination around disability + gender
 	Inaccessible reporting systems for digital violence
 	Misconceptions about TFGBV and its validity as a form of violence (“just turn off your computer!”)
 	Schools and workplaces often overlook online abuse overall, and especially for disabled girls/women
 
 Role of Family and Caregivers: Why YOU Are Critical
 	You will likely notice changes first. You can see: 	behavior
 	emotions
 	routines
 	online activities
 	relationship dynamics
 
 
 
 Survivors often report to family or caregivers first
 	Research shows that survivors are more likely to disclose to a family member, friend, or caregiver than to: 	police
 	a teacher
 	a doctor
 	an NGO
 
 
 
 What you can (and cannot) do
 	CAN do: listen, validate, support, help document, help safety plan
 	CANNOT do: hack devices, delete accounts, confront perpetrators unsafely
 
 Examples of How Disability May Shape Digital Vulnerabilities…
 Blind/low vision
 	Reliance on audio/screen-reader makes harassment harder to detect
 	Scammers exploit screen-reader trust
 	Perpetrators may send sexual content knowing she can’t “preview” safely
 
 Hearing
 	Taking away assistive technology such as hearing aids
 
 Learning disabilities
 	Misinterpretation of tone or threats
 	Shame used as a weapon (“you can’t read properly” “you wouldn’t understand”)
 
 Mobility impairment
 	Tech is a lifeline → when technology becomes unsafe, mobility & freedom shrink
 	Caregivers sometimes control devices
 
 Psychosocial
 	Encouraging self-harming behaviours via technology
 	Exploiting threats of self-harm unless providing something (financial and sexual coercion)
 
 Intellectual
 	Struggle to recognize fraud, manipulation, grooming
 	Higher risk of sexual exploitation online
 	Consent boundaries may be unclear or exploited
 
 Speech/communication
 	Harder to report verbally
 	Abusers know authorities may not take disclosures seriously
 	Reflection: “Which of these vulnerabilities have you witnessed? How did they show up?”
 
 Behavioural Red Flags of TFGDBV
 	Behavioural red flags may arise for TFGDBV in your loved one
 	Reflection: “How might disability change what ‘danger’ might look like online?”
 
 Online/Technology Warning Signs
 	Suddenly stops posting
 	Deletes accounts without explanation
 	Starts checking phone obsessively
 	Avoids certain apps
 	New online “friend” or contact seems to have too much influence
 	Suddenly stops using assistive apps
 	Caregiver or partner controlling devices
 	Says “I don’t trust my [device] anymore”
 	Stops engaging in online school/work spaces
 
 Emotional Warning Signs
 	Withdrawn or unusually quiet
 	Sudden anxiety, crying spells
 	Depression symptoms
 	Shame or fear around disability
 	Reflection: “Which emotional changes would worry you the most?”
 
 Social clues
 	Survivors may also isolate themselves if they are experiencing TFGBV with 	Stops seeing friends
 	Stops participating in hobbies
 	Reluctance to attend school/work
 	Fear of leaving the house
 
 
 
 Reflection: “What isolation patterns have you seen in women with disabilities?”
 
	

			
			


		
	
		
			
	
		

		Module 2B: Responding (Aisha & Leila)

								

	
				 	Theme: Providing non-judgmental, autonomy-respecting support Story:
 Aisha helps Leila screenshot and save the TikTok videos, comments, and messages, report the bullying, and contact the school’s administration. She supports Leila emotionally, and provides guidance, but ultimately lets her lead decisions about what to do next.
 Learning Objectives:
 	Apply active listening and validation techniques.
 	Support without taking control or making the survivor feel powerless.
 	Know what evidence to document and how to report it safely.
 
 Reflection Prompts:
 	How did Aisha balance support with Leila’s autonomy?
 	What resources can loved ones access when they’re unsure?
 	What emotional challenges might caregivers face?
 	What clues did Aisha notice?
 	What mistakes could she have made?
 
  
 	How to Start the Conversation Sensitive phrasing
 	“I’ve noticed you seem worried lately… is anything happening online that’s made you feel uncomfortable?”
 	“You don’t have to tell me anything, but I’m here to help if something online is hurting you.”
 
 Insensitive phrasing
 	“Just ignore it.”
 	“You’re being oversensitive.”
 	“Let me see your phone RIGHT NOW.”
 	“Why did you talk to them if you knew better?”
 	Reflection: “What phrases do you think help build trust?”
 
 How to respond to a disclosure of TFGBV
 	Validate feelings
 	Give control back
 	Check accessibility
 	Report and protect
 	Reflection: “How can you support without taking over?”
 
 Emotional Support Without OversteppingAvoid “rescuer mode”
 	Don’t take over social media accounts or restrict technology access
 	Don’t message the abuser directly without permission
 	Don’t escalate without permission (unless immediate danger)
 
 Help the survivor process safely
 	Offer a quiet space
 	Ask what they want to do
 	Reassure without pressure
 
  
 	Develop a digital safety plan What Is a Safety Plan?
 	A set of steps to reduce danger adapted to her disability needs
 	Developed WITH, not just FOR them
 	Reflection: “Why must disabled women lead their own safety planning?”
 
 Securing devices
 	Change passwords (with assistance if needed)
 	Remove unknown apps
 	Check privacy settings
 	Block harmful contacts
 	Enable two-factor authentication if applicable
 
 Evidence preservation
 	Screenshots (with timestamps)
 	Saving messages
 	Using simple folders to store evidence
 	Reflection: “How might you adapt evidence-gathering for disability?”
 
 If they are being stalked or surveilled
 	Report to authorities
 	Identify safe spaces (home, classroom, library)
 	Share emergency contacts
 	Plan for who to call
 
 Mental and emotional support
 	Encourage counselling
 	Provide companionship
 	Reduce isolation
 
  
  
 	Reporting, rights and Documentation 
 	Accessibility barriers in reporting 	Police not trained in disability
 	Slow response rates
 
 	Misunderstandings due to communication impairment
 	Continued stigma and misconceptions around TFGBV
 	Reflection: “What fears might stop someone from reporting TFGBV?”
 
 Supporting Her Through Reporting
 	Practical help 	Accompanying her
 	Helping her explain events
 	Helping gather evidence
 	Calling ahead to request disability accommodations
 
 
 	Emotional support
 
 	“I’m here for you no matter what you decide”
 	“We will go at your pace”
 
 Rights of women with disabilities
 	Right to accessible reporting
 	Right to confidentiality
 	Right to support person
 	Right to equal protection under the law
 	Right to not report (unless there is an imminent threat)
 
 	The survivor has choice
 	Loved ones support, not pressure
 
  
  
 
 
 
	

			
			


		
	
		
			
	
		

		Module 2C: Preventing TFGBV (Daniel & Rosa)

								

	
				Module 2C: Preventing TFGBV (Daniel & Rosa)
 	Theme: Building safer digital relationships and systems of trust Story:
 Daniel discovers his friend Rosa, who is blind, has been manipulated online by someone she met on Facebook who said they would “help with her banking.” Together, they report the fraud and strengthen her account security. Rosa later joins a digital literacy workshop.
 Learning Objectives:
 	Identify common online risks such as financial scams and manipulation.
 	Explore how to build long-term digital literacy and safety habits.
 	Learn how friends and allies can support autonomy without control.
 
 Reflection Prompts:
 	What did Daniel do right in approaching Rosa?
 	How can friends encourage digital safety conversations early?
 	What steps can prevent this kind of exploitation in future?
 	 “How would you approach a loved one who seems embarrassed about falling for a scam?”
 
  
 	Teach, don’t control 	Show how privacy settings and prevention mechanisms work
 	Practice scams identification
 	Help set up safe passwords if needed
 	Provide resources for further learning
 
 Encourage exploration
 	Disability-friendly apps
 	Assistive tech
 	Safe online communities
 
 Creating Safer Digital Habits
 	Regular device checkups (WITH permission)
 	Encouraging critical thinking
 	Helping unlearn shame about disability
 	Reflection: “How can you help her feel powerful online, not afraid?”
 
 Building Trusting Relationships
 	Encourage open communication
 	Model healthy digital behavior
 	Help practice saying “no” online (teach boundaries) 	“I don’t have to respond immediately”
 	“I don’t share passwords”
 	“I decide who can follow me”
 
 
 	Reflection: “What digital boundary do you personally struggle with?”
 
 Reflect:
 	“What actions can I take immediately?”
 	“How will I stay patient and non-judgmental?”
 
 	“Who else in our family/community needs this training?”
 	“What digital safety routine can we build at home?”
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		Module 3A: Identifying TFGBV (Carmen & Naomi)

								

	
				Module 3A: Identifying TFGBV (Carmen & Naomi)
 Theme: Recognizing the hidden signs of digital abuse in care contexts
 Why TFGBV Matters: Global + SA Context
 	Definition of TFGBV: “harm inflicted via digital technologies (phones, apps, GPS, surveillance), used to control, stalk, harass, or exploit.”
 Note: this isn’t just “online harassment” with online impacts, but it can create outcomes with offline implications.
 	TFGBV also includes location tracking, image-based abuse, non-consensual sharing, surveillance, and misuse of care-tech.
 	Reflection question for participants: “What is your first reaction when you hear ‘digital abuse’ in a supportive, care-based or clinical setting?”
 
 Scale of the Problem in South Africa
 	According to the HSRC, in the First South African National GBV Study (2022), 33.1% of women aged 18+ have experienced physical violence in their lifetime. Human Sciences Research Council+1
 	Femicide rate: SA’s femicide rate is among the highest globally. North West University News+1
 	Technology is increasingly amplifying gender-based violence: Digital Shadows, Deadly Realities article describes how social media, tracking, and messaging apps are intensifying risk. North West University News
 	Women and persons with disabilities are even more disproportionately at risk of experiencing some form of online violence.
 Reflection: “Have you encountered or heard of cases in your facility or community where technology made violence worse or more complicated?”
 
 Why Training Health & Care Staff?
 	Healthcare and caregiving staff are often first points of contact as they may be uniquely positioned to identify signs and provide support for TFGBV.
 Because TFGBV is “hidden” or non-physical, many survivors don’t know how to ask for help; staff must proactively create safe spaces.
 	Provider documentation and referral are critical: early, sensitive intervention can mitigate harm, preserve evidence, and open protection pathways.
 
 Forms of TFGBV: Conceptual Breakdown
 	Subtypes of TFGBV (see glossary)
 
 Who Is Most Vulnerable in SA Context?
 	Gender: Women and girls are disproportionately targeted. Sonke Gender Justice
 	Intersectional vulnerabilities: people with disabilities, LGBTIQ+ individuals, older adults, youth. (reinforce from your template)
 	Digital divide: while access to technology is growing, not all users are equally digitally literate; power imbalances may exacerbate risk. Masiphephe+1
 Reflection: “In your work, who might be most at risk in your client population? Think of gender, age, disability, and access to tech.”
 
 Tactics & Motivations of Perpetrators
 	Common tactics: bullying and harassment, abuse of trust, installing spyware, coercion, blackmail with images, impersonation.
 	Research about tech-abuse shows abusers use spyware, social engineering, device compromising (hacking) to get to targets. arXiv
 	Motivations: control, humiliation, extortion, maintaining power, punishing “disobedience”.
 	Perpetrators are not always strangers or known bullies– more often they can be parents, siblings, caregivers, employers, friends, or partners.
 	Reflection: “Can you think of any technology tool or app in your facility or community that might be misused for control?”
 
 Impact of TFGBV on Health & Wellbeing
 	Mental health: In a South African study in Gqeberha, among 1,540 adolescent girls, those exposed to both TFGBV and other GBV had a significantly higher risk (aRR = 3.68) of common mental disorder symptoms (depression/anxiety). (Frontiers)
 	Emotional / social harm: shame, social withdrawal, fear of online spaces, isolation. All of these may cause downstream effects because of how important technology use is in daily activities such as education, wage-earning, relationship-building, and interacting at many levels within society.
 Reflection: “How might TFGBV present in a clinical setting? What behaviours or symptoms might you observe?”
 
  
 Case Study (Carmen & Naomi):
 Carmen, a nurse at a supportive living community, notices an adult resident, Naomi, no longer has her mobile phone, which Naomi previously used frequently to contact her friends and family. When Carmen gently asks about the absent phone, Naomi says that her boyfriend has taken it for safekeeping. Carmen finds this very odd and isn’t sure how to proceed.
 Learning Objectives:
 	Recognize that TFGBV can occur within trusted relationships.
 	Apply trauma-informed communication to build trust.
 	Understand the importance of nonjudgmental inquiry and confidentiality.
 
 Reflection Prompts:
 	What signs might Carmen have missed previously:?
 	How can healthcare providers open safe conversations?
 	What boundaries are important in these situations?
 
  
 ‘Hidden’ or Less Obvious Signs in Clients
 	Uncharacteristic anxiety about messages or calls, reluctance to use their phone, someone else always “answering” for them
 	Uncharacteristic mentions or complaints about different devices or platforms
 	Unexplained somatic complaints (headaches, insomnia), mood changes, anxiety around appointments
 	Discrepancies between what clients report and what a caregiver or loved one reports
 	A loved one or caregiver may demonstrate over-controlling behavior about technology use: insistence on being present when devices are used, monitoring calls, logging into devices
 	Reflection: “Think of a client you’ve seen recently: could any of these signs apply? How would you sensitively check in with them?”
 
 Observation Checklist for Frontline Staff (Technology Restriction)
 	Observe interaction dynamics of the technology (who holds the phone, who answers)
 	Ask about device access: “Do you feel safe to use your phone / tablet at home?”
 	Note changes in caregiver app data (if applicable) – strange patterns, missing entries, inconsistencies
 	Document physical or emotional signs that might be linked to technology-based control
 
 The Role of Trust & Relationship-Building
 	The importance of a trusting therapeutic/advocate/care-based relationship: clients are more likely to disclose if they trust you.
 	Barriers: shame, fear of escalation, not knowing that this behavior constitutes abuse, lack of digital literacy.
 
 Reflection question: “What can you do (in terms of approach) to build trust with clients about technology issues?”
 
	

			
			


		
	
		
			
	
		

		Module 3B: Responding to TFGBV (Nasha & Evie)

								

	
				Module 3B: Responding to TFGBV (Nasha & Evie)
 Theme: Trauma- and disability-informed responses
 Story:
 Nasha, a gender-based violence advocate, is contacted by Evie, a wheelchair user, who says that a man was threatening her by texting her constantly, and indicating that he knew where she lived and that because of her disability, she would not be able to “outrun” him. Despite blocking him, and disclosing the incidents to the police, authorities claimed there was not much to do, because the threats had not yet manifested physically.
 Nasha asks permission to talk more. Evie discloses the extent of online threats and stalking. Nasha listens, documents (with consent), and connects her to further legal and psychosocial support services.
 Learning Objectives:
 	Use an “Ask–Validate–Document–Refer” framework.
 	Identify appropriate referral networks for digital abuse survivors.
 	Integrate emotional support while respecting autonomy.
 
 Reflection Prompts:
 	How did Nasha ensure Evie felt heard and safe?
 	What local or organizational resources could help in similar cases?
 	How can service providers open safe conversations?
 
  
 Core Principles: Trauma-Informed Empowerment + Autonomy
 	Safety: both physical and digital safety
 	Choice: giving client control over what, when, and how to share
 	Trustworthiness: transparent about next steps, documentation, consent
 	Collaboration: involving the client in planning, referrals, safety plan
 	Empowerment: supporting strength, resilience, digital agency
 Reflection: “What challenges might you face in applying these principles in your context (e.g., time constraints, privacy)?”
 
 Language & Phrasing: Do’s and Don’ts
 	Practical suggestions: 	Do: “I’m concerned about your safety,” “Would you feel comfortable telling me about any apps or contacts that worry you?”
 	Don’t: use blaming or shaming (“Why don’t you just block them?”), demand device access immediately, pressure to report.
 
 
 	Activity: in pairs, role-play asking about device safety using the suggested phrasing.
 
 Accessibility Considerations: Disability, Age & Power Dynamics
 	Clients with disability may have assistive tech; privacy may be harder to achieve (e.g., if a caregiver helps them with their phone).
 	For non-verbal or hearing-impaired clients, use accessible communication (sign-language, written, picture-based, etc.).
 	Consider power dynamics: caregivers, family members, staff may also monitor or control devices.
 	Reflection: “What adjustments would you make to how you ask these questions for clients with different needs?”
 
 Ethical and Mandatory Reporting Considerations
 	Confidentiality vs mandatory reporting: e.g., child abuse, immediate risk, safeguarding policies.
 	Let the client know the limits of confidentiality upfront.
 	Seek consent before sharing: always ask for permission to document or refer.
 	Reflection: “Have you faced dilemmas around client consent / confidentiality in tech-related abuse? How did you navigate this?”
 
 Risk Assessment: Clinical + Digital Dimensions
 	Two-part assessment: 	Clinical risk: threats of sexual or physical harm, suicidal ideation, access to safe shelter, social support
 	Digital risk: Does the perpetrator have access to the client’s devices? Do they use spyware, tracking? Are images or data at risk?
 
 
 	Suggested tool: a combined risk-assessment form (clinical + digital) to be integrated into intake or follow-up.
 
 Immediate Digital Safety Strategies (If Client Consents)
 	List of practical safety steps: 	Encourage change of passwords using a secure / trusted device (not the one being monitored).
 	Enable two-factor authentication (2FA) on sensitive accounts.
 	Log out of accounts (social media, email) when not in use.
 	Encourage unsharing location with social media platforms, and making social media accounts private rather than public.
 	Report behaviours to the social media platform if applicable.
 	Report behaviours of any known or suspected school or employment-based perpetrators to appropriate institutions.
 	Use “safe devices”: if possible, provide or refer to a device the client can use temporarily.
 	Preserve evidence: take screenshots, back up messages, note timestamps, store in secure locations (e.g., encrypted file, cloud backup, or safe physical drive).
 
 
 	Reflection: “If a client’s device is being closely monitored, what risks might there be in doing these actions? How can you mitigate them?”
 
 When to Refer for Forensics, Legal or Law-Enforcement Help
 	When there is suspicion of spyware or covert monitoring: refer to forensic experts rather than removing apps yourself (risk of destroying metadata).
 	When there is an immediate risk to safety (such as threats of violence, stalking behaviour, and other offline impacts): contact police (SAPS 10111), open protection orders, etc.
 	Image exploitation (NCII): understand the legal options under South Africa’s Cybercrimes Act; explain options.
 	Online harassment, defamation, exploitation, etc. is punishable by law. All South African citizens have rights to save digital spaces, and all cases can and should be reported.
 	Reflection: “Do you know who in your area can do digital forensics? Has your facility made a referral agreement?”
 
 Planning Ongoing Safety
 	Physical safety plan: safe contacts, emergency numbers, safe location, shelter.
 	Digital safety plan: safe devices, change of contact (burner phone, new SIM), secure accounts, trusted person backups.
 	Follow-up agreement: when to check in, how often, what support you (the staff) will provide.
 	Reflection: “How could you integrate a digital safety plan into existing client safety planning protocols in your facility?”
 
  
 Why Documentation Matters for TFGBV
 	Legal evidence: proper documentation supports protection orders, criminal cases.
 	Clinical care: records allow continuity, tracking of escalation, risk over time.
 	Referral: detailed documentation supports NGO or legal referrals.
 
 How to Document:
 	Date, time, setting
 	Person present, who disclosed
 	Client’s words (verbatim)
 Observations (behavior, device, context)
 	Evidence collected (screenshots, message logs, metadata)
 Consent status for sharing / storing evidence
 	Referrals made & next steps
 	It is vital to use clients’ exact words, not summarizing or interpreting, in order to achieve the best accuracy and provide the best ongoing support.
 
 Data Protection & Confidentiality (South Africa / POPIA)
 	Key legal considerations:
 	Under POPIA, health information and “special personal information” (e.g., sexual life) are highly protected. cabc.org.za+1
 	Only share documentation with written informed consent.
 	Secure storage: encrypted digital records, limited access, robust file permissions.
 	Reflection: “What are your current documentation practices? How will they need to change to protect sensitive TFGBV-related data?”
 
 Consent Process for Evidence Sharing
 	Introduce consent early: during the risk assessment, ask about permission to document and share with relevant stakeholders.
 	Use clear, accessible language in consent forms.
 	Give clients control: allow them to choose what is shared, with whom, and when.
 	Role-play or script: “I’d like to ask your permission to document what you’ve told me … This will help me … Do I have your okay …?”
 
 National and Local Referral Landscape
 	Reflection: “Which services are available in your area? Are you familiar with all their contact paths?”
 
 Legal Pathways: Cybercrime, Protection Orders, Forensics
 	Cybercrimes Act: allows offences like harassment, non-consensual sharing of images, stalking.
 	Protection orders: process, how to support clients applying, what documentation is needed.
 	Forensic evidence: who can perform digital forensics, chain-of-custody, collaborating with DPCI.
 	Reflection: “If a survivor wants to report, who in your network do you call? Do you know the referral steps?”
 
 Psychosocial Support & Ongoing Care
 	Counselling (NGOs, social workers) that specialize in GBV or trauma
 	Peer support groups (in-person, online)
 	Digital literacy education: helping the client learn how to secure their own devices, change settings, navigate digital safety
 	Follow-up care: check-ins, risk reviews, updating safety plan
 
 Building Organizational & Community Partnerships
 Reflection: “What partnerships could your facility strengthen or build to support survivors of TFGBV more effectively?”
 
	

			
			


		
	
		
			
	
		

		Module 3C: Protecting Against TFGBV and Policy Changes (Dr. Tyabashe & Fatima)

								

	
				Module 3C: Protecting Against TFGBV and Policy Changes (Dr. Tyabashe & Fatima)
 Theme: Building organizational protection and systemic change
 Story:
 Dr. Tyabashe learns that Fatima’s home-care aide has been sending inappropriate messages and falsely logging their support activities in a caregiver app. She reports this to the agency, and to the authorities, and advocates for staff training and better digital conduct policies.
 Learning Objectives:
 	Identify opportunities to embed digital safety in healthcare systems.
 	Promote staff accountability and respectful digital conduct.
 	Design prevention-oriented policies that protect clients and workers.
 
 Reflection Prompts:
 	How can clinics or agencies improve digital safety culture?
 	What ongoing training or monitoring could prevent abuse?
 	How can professionals advocate for systemic change?
 
 Staff Conduct & Digital Boundaries
 	Detailed policy recommendations: 	Consent must be obtained before any photography or device use.
 	No sharing of client images or personal data outside of formal, documented referral processes.
 	Clear usage policy for facility devices (phones, tablets, wearable tech).
 	Audit caregiver logs/data: regular review of app entries, anomalies, red flags.
 	TFGBV is a form of violence and must be treated as such, with legal and support-based referrals.
 	Training on TFGBV is a mandatory requirement of employment and must be renewed annually or bi-annually, in order to provide support in an evolving digital world.
 
 
 
 Digital Incident Reporting & Response Flow
 	Flowchart / process map: 	Staff suspect or observe TFGBV → report to safeguarding lead
 	Immediate safety actions (digital & physical)
 	Documentation of incident & evidence
 	Referral (legal, psychosocial)
 	Internal HR / disciplinary process (if staff involved)
 	Monitoring & follow-up / audit
 
 
 
 Prevention via Policy & Training
 	Regular staff training (TFGBV, digital safety, ethics) — integrate into onboarding + refresher cycles.
 	Privacy Impact Assessments (PIA) when implementing new caregiver apps or client-facing technology.
 	Client education: run digital safety workshops (Module 1), produce leaflets, use locally relevant language.
 	Data minimisation: only collect data that is necessary; ensure there are secure data retention and deletion policies.
 	Reflection: “What policy gaps exist in your institution? What immediate changes could you advocate for?”
 
 Monitoring, Evaluation & Sustainability
 	Metrics to track to evaluate effectiveness of TFGBV responsiveness may include: 	Number of TFGBV disclosures, number of safety plans created, number of referrals made
 	Staff confidence (pre/post training surveys)
 	Incidents of policy violation (device misuse, data breaches)
 	Feedback from survivors (optional, anonymised)
 
 
 	Sustainability practices: 	Annual/biannual TFGBV refresher training
 	Quarterly TFGBV case reviews
 	Update referral lists and policy based on emerging technology trends
 
 
 	Reflection: “How will you ensure that this training and policy change is not a one-time event, but embedded in your facility culture?”
 
  
 Case Study: Carmen & Naomi… Deep Dive
 	Present more detailed scenario: 	Background, client history, their devices, who lives with them, caregiver setup, previous incidents
 	Specific conversation prompts / roleplay script
 	Group debrief: what signs were missed, how risk escalated, how the staff could have responded differently.
 
 
 
 Case Study: Nasha & Evie (Disability Focus)
 	Expanded narrative: 	Evie’s mobility / communication needs, device usage, role of caregiver
 	Challenges: privacy, caregiver presence, digital literacy, risk
 	Practice: develop a safety plan + referral + documentation strategy in small groups.
 
 
 
 Case Study: Dr Tyabashe & Fatima (Caregiver App Abuse)
 	More detail: 	How the caregiver app works, logging mechanisms, discrepancies, staff accountability
 	Roleplay: how Dr Tyabashe (or manager) confronts the issue, preserves evidence, ensures client safety
 	Policy brainstorming: participants design policy wording for their facility or draft a memorandum of understanding (MOU) for caregiver apps.
 
 
 
 Roleplay / Simulation: Evidence Preservation Exercise
 	Activity layout: 	Give participants mock “client phone” screenshots (fabricated but realistic) in a controlled exercise.
 	In small groups, ask them to practice documenting the evidence (metadata, date/time, context).
 	Ask them to draft a safety plan based on the evidence, noting what they would share with the client, what they would refer, and how they would store the evidence.
 
 
 	Debrief: share lessons, challenges, questions.
 
  
 Reflection: Personal & Team Action Planning
 	“What is one thing I can do differently in my role after this training?”
 	“What barrier might stop me (or us) from implementing safety planning or documentation?” 	“How can we overcome that barrier?”
 
 
 	“Who in my team or organisation needs to hear this message / be involved in policy change?”
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 This is where you can add appendices or other back matter.
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Hi Thandi my name is Rachel! 'm in Gauteng and work as a disability

advocate for women at | EESEEEEE ' 2!so Deaf! Message

me if you want, we can chat on video call using SASL or in English if
you’re comfortable!! | understand that the internet can be an
overwhelming place so maybe we can be friends @ @





EPUB/assets/Untitled-design.png





EPUB/assets/Module-2A-5-e1770405290286.png
Bestie @ ﬁ






EPUB/assets/Screenshot-2026-02-23-223652-e1771904345943.png
EXIT SITE





EPUB/assets/TFGBV-4.png
TFGBV

training

An education guide for women
with disabilities, caregivers,
and service providers

SVRI





EPUB/assets/10-1-e1769114786165.png





EPUB/assets/cyberstalking.jpg





EPUB/assets/11-e1769114890794.png





EPUB/assets/cerc_logo.gif
Canada Excellence
Research Chairs

Chaires d’excellence
en recherche du Canada






EPUB/assets/person-who-uses-computer-malicious-260nw-2373192089-e1769014386779.jpeg







EPUB/assets/7-copy-e1768923172512.png
Block Account

They won't be able to find your
profile, posts or story on Instagram
Instagram won't let them know you
blocked them






EPUB/toc.xhtml

		
			Table of Contents


			
														
				
									
													Cover


																				
				
									
													Title Page


																				
				
									
													Copyright


																				
				
									
													Table Of Contents


																				
				
									
													Statement of Funding


																				
				
									
													Important Things to Know Before Reading


																				
				
									
																											TFGBV: the definitions and basics
																										
				
									
													Chapter 1: What is technology-facilitated gender-based violence?


																				
				
									
													Chapter 2: Where does TFGBV happen?


																				
				
									
													Chapter 3: Gender, Disability and TFGBV


																				
				
									
													Case Study #3B: Aisha’s Support for Leila


																				
														




				
									
																											Stay safe! Women With Disabilities
																										
				
									
													Case Study #1A: Is Thandi being cyberbullied?


																				
				
									
													Chapter 4: Recognizing TFGBV When it's Happening to You


																				
				
									
													Chapter 5: Responding Safely to TFGBV


																				
				
									
													Case Study #2A: Maya's experience of image-based abuse


																				
				
									
													Identifuing TFGBV


																				
				
									
													Chapter 3: What Are Your Rights Online?


																				
				
									
													Case Study #1B: Thandi's Journey to Online Empowerment


																				
				
									
													Chapter 4: Staying Safe Online


																				
				
									
													Case Study #2B: Maya’s Digital Safety Story


																				
				
									
													Chapter 5: Technology is For Everyone


																				
														




				
									
																											Stay safe! Family Members &#038; Caregivers
																										
				
									
													Case Study #3A: What's going on with Leila?


																				
				
									
													Module 2A: Identifying TFGBV (Aisha and Leila)


																				
				
									
													Ds


																				
				
									
													Module 2B: Responding (Aisha &#038; Leila)


																				
				
									
													Module 2C: Preventing TFGBV (Daniel &#038; Rosa)


																				
														




				
									
																											Service Providers
																										
				
									
													Module 3A: Identifying TFGBV (Carmen &#038; Naomi)


																				
				
									
													Module 3B: Responding to TFGBV (Nasha &#038; Evie)


																				
				
									
													Module 3C: Protecting Against TFGBV and Policy Changes (Dr. Tyabashe &#038; Fatima)


																				
														




				
									
													Appendix


																		


		
	

EPUB/assets/Module-1C-Building-Digital-Safety-Confidence-and-Community-2.png





EPUB/assets/Module-2A-8.png
e}

—p
=
t——————r \ A

Screenshot abuse é Document abuse and
context

| fet
ncrease sarety G Report abuse
on platforms






EPUB/assets/37-e1771877010321.png
ThandiS P
New Member Today at 7:.00 PM

Hello everyone... ’'m new to this but here goes. People have been making
horrendous comments and messages about my social media posts about
deafness and | don’t know if this is a normal experience or if there is
something to do to make them stop or learn to manage my emotions about
it? l am doing social media for the first time and really enjoy most of it, but
this is so hard. Any deaf sisters have advice? Based in South Africa BTW in
case that changes the advice.
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